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Abstract

In recent years, there has been more interest in informa-
tion security, and various functions regarding security have
been incorporated into multifunction printers. However, in-
corporating the security function onto sheets of paper,
which always rank first in media in which information leak-
age occurs, is still in an insufficient situation in both Konica
Minolta and other companies.

An information-burial technology using a textured print
has been developed, which can be optionally installed in
our color multifunction printers, bizhub C652/360 series, as
a copyguard function or a password copy function. With
these functions, it has become possible to prevent illegal
copying of information from such protected sheets of pa-

per.
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Fig.1 Textured print function
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Fig.2 Copyguard, password copy function
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Table 1 Requirements

Security code Copy
information prevention
code
Copyguard function | Not required Required
Password copy Required Required
function
Traceability function Required Not required
Log management Required Not required
function
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Fig.3 Layer structure of embedding algorithm

Table 2 Layer structure of embedding algorithm

Security code Copy prevention
information code
Layer A Defined for both (symbol)
Layer B | Defined for both (combined symbol pattern)
Layer C Defined singly Defined singly
(block for security (block for copy
code information) prevention code)
Layer D Defined singly
(block for security (Not defined)
code information of
M kinds)
90
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Fig.5 Detection algorithm
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Fig.6 Filter to detect positioning symbol
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Table 3 Detectable size

Security Copy
code prevention
information | code
38. 5cm2 (A6 folded to a Detectable | Detectable
four-thickness)
19. 2cm? (A6 folded to a Not Detectable
eight-thickness) detectable
9. 6cm? (A6 folded to a Not Detectable
sixteen-thickness) detectable
4. 7cm? (A6 folded to a Not Detectable
thirty-two-thickness) detectable
2. 0cm? Not
detectable Detectable
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Table 4 Detection/non-detection based on line space
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Line
space

(10 pt font)

Security
Not Not
code detectable | detectable Detectable | Detectable
information
Copy
prevention Not Detectable | Detectable | Detectable
detectable
code
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